
DEPARTMENT OF DEFENSE 

FREEDOM OF INFORMATION DIVISION 
1155 DEFENSE PENTAGON 
WASHINGTON, DC 20301-1155 

nq: 11 2011 

Ref: 19-F-0201 


Ms. Emma Best 
MuckRock News 
411A Highland Ave. 

Dept. MR 49294 
Somerville, MA 02144 

Dear Ms. Best: 

This is the final response to your February 19, 2018 Freedom of Information Act (FOIA) 
request, a copy which is provided for your convenience. We received your request on 
October 26, 2018 from the National Archives and Records Administration (NARA), along with 
responsive records and assigned FOIA case number 19-F-0201. We ask that you use this number 
when referring to your request. 

The Defense Advanced Research Projects Agency (DARPA) a component of the Office 
of the Secretary of Defense (OSD), review the responsive records a total of 23 pages to your 
request. Mr. Brian Eshenbrenner, Director, Mission Services Office for DARPA, in his capacity 
as an Initial Denial Authority, determined that some of the information is exempt from release 
pursuant to the FOIA, 5 U.S.C. § 552(b)(6), which pertains to information the release of which 
would constitute a clearly unwarranted invasion of personal privacy. 

In this instance, fees for processing your request were below the threshold for requiring 
payment. Please note that fees may be assessed on future requests. 

If you are not satisfied with this response, you may contact our OSD FOIA Public 
Liaison, Jim Hogan, at 571-372-0462 or by email at OSD.FOIALiaison@mail.mil. Also, please 
note that the Office of Government Information Services (OGIS) offers services to requesters 
who have disputes with Federal agencies. You may contact OGIS if you have concerns about 
the processing of your request. Their contact information is provided below: 

Office of Government Information Services 
National Archives and Records Administration 
8601 Adelphi Road-OGIS 
College Park, MD 20740 
E-mail: ogis@nara.gov 
Telephone: 202-741-5770 
Fax: 202-741-5769 
Toll-free: 1-877-684-6448 

You have the right to appeal to the appellate authority, Ms. Joo Chung, Director of 
Oversight and Compliance, Office of the Secretary of Defense, by writing directly to OCMO 


Office of the Chief Management Officer, 4800 Mark Center Drive, ATTN: DPCLTD, FOIA 
Appeals, Mailbox# 24, Alexandria, VA 22350-1700. Your appeal must be postmarked within 
90 calendar days of the date of this response. Alternatively, you may email your appeal to 
osd.foia-appeal@mail.mil. If you use email, please include the words "FOIA Appeal" in the 
subject of the email. Please also reference case number 19-F-0201 in any appeal correspondence. 

If you have any questions about the foregoing, please do not hesitate to contact, the 
Action Officer assigned to your request, Ms. Claudia Cisneros at claudia.cisneros2.ctr@mail.mil 
or 571-372-0428. 


Sincerely, 



Chief 


Enclosure: 
As stated 



DEFENSE ADVANCED RESEARCH PROJECTS AGENCY 
678 NORTH RANDOLPH STREET 
ARLINGTON, VA 22203-2114 


MEMORANDUM FOR INFORMATION SECURITY OVERSIGHT OFFICE (ISOO) npT ? * m 

(ATTN: MS. PEGGY USHMAN) UU1 L 3 


SUBJECT: Standard Form 311, Report on Agency Security Classification management Program 
Data for FY2015 


In accordance with Director Reids’ 25 September 2015 memorandum, the Defense 
Advanced Research Projects Agency (DARPA) has completed a review of its information 
security classification management program. 


In accordance with the Deputy Secretary of Defense memorandum, “Delegation of Top 
Secret Original Classification Authority,” dated 5 May 2011, DARPA has one original 
classification authority, the Director, DARPA. She is scheduled to complete her annual training 
in early November 2015. 


My Point of Contact for this review is 
I He can be reached atl 




Director 

Security and Intelligence Directorate 


Attachments: 

1.SF311 








AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

KmW be unciiunfltd sod reach the faformatlan Security Oversight Office (1SOO) an taler then November 15 foHswlo* the repertinf period.) 


| PART A: Identifying Information 

1. Enter the Fiscal Year that this report covers. 



2015 

2. Identify the Department, Independent agency, or Establishment that is 
covered by this report. 

2. 

Defense Advanced Research Projects Agency (DARPA) 

3. Enter the name and title of the Senior Agency Official 

(as defined in E.0.13526, section 5.4(d)) responsible for this report. 

3. 

Mark Boyd, Director, Security Intelligence Directorate 

4. Enter the name, title, phone, and email address for the polei-of-coalael 

4. 

responsible for answering questions about this report. 

<. ; ... • * 




5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 

5. 


6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 

6. 

ijH^j 

7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 

7. 

■D 

g. Total number of officials with original classification authority. (Sum of blocks 5.6, A 7) 

8. 

1 

PARTC: Original Classification Decisions 

Original classification is an initial determination that the information to be classified has not been previously classified by any other authority, it also 
meets the following conditions: (t) it was classified by an original classification authority; (2) the information is owned by or for, or is under the 
control of the United States Government; (3) It foils into at least one of the categories from section M of E.O. 13526; and (4) unauthorized disclosure 
could reasonably be expected to result in damage to the national security. (Provide information on all original classification decisions, regardless of 
the media, includin'; those documented and disseminated via email. Do not count reproductions or copies.) 

9. Enter the number of original TOP SECRET classification decisions made during the repotting period with 
dcdaiaiffcation inatractlens of 10 years or lesa. 

9, 

0 

10. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
^rhtryifleariaa instruettoae raarhajt front over 10 years to 25 years. 

10. 

0 

11. Total number of TOP SECRET' original classification decisions. (Sum of blocks 9 A 10). 

11. 

0 

12. R«rw the number of original SECRET classification decisions made during the reporting period with declassification 
instmctioM of It years or has. 

12. 

3 

13. Enter the number of original SECRET classification decisions made during the reporting period with declassification 
instructions rangiac from over 10 years to 25 years. .. .... 

13. 

12 

i4. Total number of SECRET original classification decisions (Sum of blocks 12 A 13) 

14. 

15 

15. Ktnw the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions of 10 year* or leas. __ . 

15. 

0 

16. the number of original CONFIDENTIAL classification decisions made during the reporting period with 

declassification instructions rouging from over 1 • years to 25 years. 

16. 

0 

17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 & 16) 

17. 

0 

18. Total number of original classification decisions. (Sumofblocks 11,14,& 17) 

It. 

15 

PART D: Derivative Classification Decisions 

Derivative classification is the incorporating, paraphrasing, restating, or generating in new form information that is already classified. This indudes 
classification based on classification guides or other source document* (Provide information on all classification decisions, regardless of the media, 
mrliutina thn«n documented and disseminated via email. Do not count reproductions or copies ) 

19. Enter the number of derivative TOP SECRET classification deration* made during the reporting period. 

19. 


20. Enter the number of derivative SECRET classification decisions made during the reporting period. 

20. 

15,210 

21. Enter the number of derivative CONFIDENTIAL classification decisions made during the reporting period. 



22. Total number of derivative classification derations. (Sum of blocks 19, 20, A 21) 


Bfijjgl 


NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUrHORlZaJ FOR LOCAL RKPRODUCnON STANDARD FORM 311 (REV 2-15) 

Previous edition is unusable Prescribed by NARA/JSOO 

32CFR200I EO 13526 



























Defense Advanced Research Projects Agency (DARPA) 


PART E: Mandatory Declassification Review Requests and Appeals 
A “Request" is an individual initial review request or appeal, regardless of the number of documents or pages to be reviewed as part of Hie request. 


I Report Mb' request* for your Agency is wHkJi year agency b responsible for (be final decision. 

23. Enter the number of reqaeats received during the reporting period. 

23.11 

24. Enter Hie number of requests closed during the repotting period. 

24.11 

25. Enter the number of requests that have been unresolved for over one year. 

25.0 

26. Enter the average number of days to resolve each request. 

26.30 

27. Enter the number of appeals received during the reporting period. 

27.0 

2*. Enter the number of appeals closed during the reporting period. 

28.0 

29. Enter the number of appeals that have been unresolved for over one year. 

29.0 

30. Enter the average number of days to resolve each appeal. 

30.0 


31. Enter the number of referred requests received during the repotting period 

31.0 

32. Enter the number of referred appeals received during the reporting period. 

32.0 

PART K: Mandatory Declassification Review Decisions in Paget 

33. Eater the number of requested pages that were declassified in fell. 

33.992 

34. Enter the number of requested page* that were declassified in part. 

34.0 

35. Enter the number of requested pages that were denied declassification. 

35.0 

36. Total number of requested pages acted on. (Sum of blocks 33,34, A 35) 

36. 992 

37. Enter the number of appealed pages that were declassified h fell. 

37.0 

38. Enter the number of appealed pages feat were declassified ia part. 

38.0 

39. Baler fee number of appealed pages that were denied declassification. 

39.0 

40. Tutsi number of appealed pages acted on. (Sum of blocks 37,38, A 39) 

Hi 

1 PART G: Automatic, Systematic, and Discretionary Declassification Reviews 

41. Enter fee number of pages reviewed that were subject to automatic declassification under section 3.3 of E.0.13526. 

41.0 

42. Enter the number of pages declassified under automatic declassification 

42.0 

43. Enter fee number of pages reviewed that were subject to systematic declassification under section 3.4 of E.O. I3S26. 

43.0 

44. Enter the number of pages declassified under systematic deciasslfkatlua. 

44.0 

45. Enter fee number of pages reviewed that were subject to discretionary dedassifkatiea under section 3.1 of E.0.13526. 

45.0 

46. Enter the number of pages declassified under discretionary dedaiilfieaflou 

46.0 

PARTH: Internal Agency Oversight 

47. Enter fee number of challenges processed by your agency to the classification of information believed to be improperly 
classified or unclassified. (B.0.13526, section 1.8) 

47. 0 

48. Enter fee number of challenges where fee classification status was felly affirmed. 

48. o 

49. Enter fee number of challenges where the classification status was overturned in whole or in part. 

49.0 


NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 (REV 2-15) 

Previous edition is unusable Prescribed by NARAASOO 

32 CFR 2001 E.O,13526 























































Defense Advanced Research Projects Agency (DARPA) 


PARTI: ExplanatoryComme nts 


Use this space to elaborate on any section of this form. If more space is needed. provide as an attachment to this form. Provide explanationsfor ary 
significant changes in trendt/mmbers from the previous year j report. 

Part A, #4: DARPA point of contact is | 

Part D, HI 9-22: For repor4sn« purposes, a sampling of all offices in DARPA was completed during a 2-week period, 7*18 September 2015, Tally 
sheets were distributed to all trained derivative classifiers. The results of the sampling period were then multiplied by 26 to achieve an estimated 
annual total. The results for 2015 appear to be greater than previous years due to the expanded sampling size (alt derivative daaaffictt vice a subset of 
classifiers) which also provide a more accurate depiction of actual agency classified production. 


For ISOO Use Only 

ISOO Analyst Name: 
Date of QC: 

Analyst Initials: 


national archives and records administration authorized for local reproduction standard form ji i (rev 2-tS) 

Previous edawn is unusable Prescribed fay NAKA/BOO 

J2CFR200I E.O 13526 















DEFENSE ADVANCED RESEARCH PROJECTS AGENCY 
675 NORTH RANDOLPH STREET 
ARLINGTON, VA 22203-2114 


m o 4 w* 

MEMORANDUM FOR INFORMATION SECURITY OVERSIGHT OFFICE (ISOO) 

(ATTN: MS. PEGGY USHMAN) 


SUBJECT: Standard Form 311, Report on Agency Security Classification Management Program 
Data for FY 2016 

In accordance with Acting Director Cira’s July 15, 2016 memorandum, the Defense 
Advanced Research Projects Agency (DARPA) has completed a review of its information 
security classification management program. 


My Po int of Contact for thi 
HHHHe can be reached at 




Director 

Security and Intelligence Directorate 


Attachments: 

I.SF311 





AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(SubmusieR* meat be unriaaaifled and teach ft* httanauaBtataity Oversight Office (BOO) no later than November 15 fot1owmg*e reporting penal) 


1. Eater taFiacal Year tat this report coven. 




J ' Mark Boyd, Director, Security intelligence Directorate 




4. fatal of contact icsponaibk for answering questions about this report: 


4a. Name: 


4b. Tttte: 


4c. Email addreas: 


44 Phone number: 


5. Enter the number of agency official* whose highest level of original classification authority if TOf SECRET. 


6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 


7. Eater the number of agency officials whose highest levs) of original classification authority is CONFIDENTIAL. 


I. Talai number of officials with original classification authority (Sum of block* 5.6, and 7) 


'W’wWm 

i vy-ss, w-v-^ tatay say***! 1 ^ 


9. Eater the number of arigfaeal TOP SECRET claaaificarioo decision* made during the reporting period with 
tataaHwB— iumtawf fvaariaci—.__ _ 


10. Enter the number of original TOP SECRET clasaificatioa dect*ion* made during the reporting period with 
dedateificailan initmcRoas nmitaac ftsn iw 10 year* la 25 yean, 


11. Total number of TOf SECRET original classification decisions. (Sum of blocks 9 and 10) 




ryjCtefci rf' 
(■F*-'.-'hst«*9^aas*^ 




12. Enter the number of a e l g t aal SECRET claaeificatwn decision* manic during the reporting period with 
deriasaHkatiee l astrn c d an a af It year* or Ism. 




14. Total aasabar of SECRET arigiaal rlawificteioa decision*. (Sum of blocks 12 and 13) 


IS. Enter the number of ariginal CONFIDENTIAL classification decisions made during the reporting period with 
dsciaasificaboa laatracfeaa of 10 yaeri or km 



17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 and Id) 


It, Tatal number of original classification decisions (Sum of blocks II, 14, and 17) 


10. 

0 

11. 

0 

11 

0 

13. 

17 

14. 

17 

15. 

0 

16. 

0 

17. 

0 

II. 

17 



national archives and records administration authorized po* local reproduction standard form jii (REvonaj 

Previous ednion is urmubic Prescribed by NARA/tSOO 

32CFR2C0I EO 1JJ26 




















































DOD: D epam nei i l of Defense (DARPA) 



; . ^ -**<? ■ -0y>m<r= 





man*,. •out 


19. ter tbe msmhr df krtwliw T OP 1ECRKT clamiflcatmi decainm made during (be mpewing period. 


Enter the number of de ri v a ti ve SECRET cJmdficotKni dec am p * nadr daring (he reporting period 


21. Emsr die number of i far faasfre CONFIDENTIAL ctsMification decisions made during the reporting period 


22, Talal number of derivative classification decisions. (SumofWoeks 19.20, ind2l) 


22. Emer the number of REQUESTS received during the reporting period, 


24. Emcr the number of REQUEST'S elated during (be reporting period 


2$. Of She REQUESTS aatcred fata black 24, eater Ifce another afpegeetbalwese: 


l Decisssified it Ml. 


b. Decisssified ia pert 


c D e ni ed dttlnssKktsian. 


dL Tetnl number of rccjorsSed pagm echtd no (Sum of blocks t. b, and c) 


26. Enter the number of REQUESTS litre have been unresolved far over one year. 


27. Emm the AVERAGE NUMBER OF DAYS to resolve each request. 


**&$$*&>?&* i'f 
. i . ?./■*.. 


29. Enter the number of APPEALS received during ihe reporting period. 


, Emcr (be member of APPEALS closed during the reporting period 


31. Of lh» APPEALS entered Irta Math 39, Hr the ■ a mb er of pagee tbsl warn: 


s. Declassified ia fan. 


b. Declassified is part 


c, DciM dadfifig d io ft. 


d. Total oomber of tppealed pages acted on. (Sam of Mocks a b, and c) 


32. Enter dM oombe* of APPEALS that have been unresolved for over on* yew. 


33. Enter the AVERAGE NUMBER OF DAYS to resolve each appeal. 


34. Eider Ihe number of REFERRED APPEALS received during the reporting period. (Number of appeals referred 34 

to your agency from another agency)_ 



32. 

0 

33. 

0 

34. 

0 



NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 (REV 03-1*1 

Previous cditxm is unureMe Prescribed by NaRA/BOO 

32CFR200I EO 13526 


















































DOD: Department of Defense (DARPA) 



33. Enter the number of paces REVIEWED Pur were subject to aa toms tie dsctoetofleatiea under section 3 3 of E.O. 
13526. 

33. 0 

3d. Enter the number of pafes DECLASSIFIED under aatametic dectomlficutoa. 

36. g 

37. Enter the number of pace* REVIEWED that were subject to systematic declassification under section 3.4 of 

E.O. 13326. 

37 0 

31. Enter the number of paces DECLASSIFIED under systematic dsdaastficadoe. 

31. „ 

39. Enter the number of paces REVIEWED that were subject to dfoerstieeary dtcfoasMlcaifee under section 3.1 of 
E.O. 13326. 

39. 0 

40. Enter die number of paces DECLASSIFIED under discretioaary drcUsstfk atlas 

40. Q 


1 ’ §§ | IIJIII 

41. Eater die number of CHALLENGES processed by your agency to the classification of information believed to be 
iaroreperiy classified sr eaetoatlfied. (E.O. 13326. section 1.8) 

41. 0 

42. Enter the number of CHALLENGES where the classification sans was rally affirmed 

42 0 

43. Eater the number of CHALLENGES where die classification status was arartaraed to whale or to part. 

43 0 

pl ii: 

iapnafawtor* ,«aw»»y^ 

Orfaatoatiaa't ctosalflad dlaeamtoaStd aaatytic pradact (as defined to ICD 264 Starving Ktfuiremmtt far Diuemlnttd AnatfHc Fr+imet) 
ortotaafi* marltad ORCON. 

44. Emm PERCENTAGE of your organization's classified disseminated analytic products originally mashed 

ORCON. 

44 0.00% 

43. Emm TOTAL NUMBER of your organization's classified disseminated analytic products originally marked 
ORCON. 

45 0 

46. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON to fall 

46. 0 

47. Enter dm NUMBER OF REQUESTS approved for expended dissemination of ORCON in pert. Provide 
explanation for partial denial in oerti below. 

47. o 

48. Enter die number of ORCON expanded diareminxtion requests DENIED. Provide explanation for denial in part J 
below. 

48. 0 

Orpaetoattea** ciaatMiad dhaemtoatad analytic pradact (as dafinad to ICD 2*4 Sea relay tefuirtmumfor Dirsrmfaartd Amalyde Naha) 
ertatoadv marked ORCON-USGOV. 

49, Enter PERCENTAGE of your organization’s analytic products originally marked ORCON-USGOV. 

* 9 - 0.00% 

30. Eater TOTAL NUMBER of your orgntuzatkm'j analytic products originally marked ORCON-USGOV. 

5°. 0 

31. Provide TOTAL NUMBER of reports of potential misapplication of the ORCON marking. Provide background 
information on each occurrence in Part 1 below. 

51. o 

31 Has your organization base NEGATIVELY IMPACTED by in formation being marked with ORCON or 
ORCON-USGOV control marking? If yea. provide explanation in Pan 1 below. 

«N/A 


NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM Jit (REV 03-I6) 

Prtvtoui cdmor i< unusable Prescribed by NARA/HOO 

32 CFR 2001 E.0 i 1524 














































DOD: Department of Defense (DARPA) 


rapp 

yiinfa... 




L’»e Ihu ipoct to elaborate on any rtcttc* of rhu form If more spoct a Ht+dtd, providt as an a ttac h * * * to thit form. Provid* txpkmatkMi for 
am timlfiooM chanttt M tttndtrrwmbtrt from tht prtvhus jgar 's report __ 


For reporting purposes, • sampling of ell offices in DARPA was completed during « 2-week period, 10-21 October 2016. Tally 
sheets were distributed lo ell trained derivative classifiers. The results of the sampling period were then multiplied by 26 to achieve 


an estimated annual total. The results for 2016 are slightly greater than last year due increased awareness and more accurate tracking. 


NATIONAL ARCHIVES AND RECORDS ADMINISTRATION AUTHORIZED FOR LOCAL REPRODUCTION STANDARD FORM 311 (REV OJ-I*) 

Ptevma Bdxxm n unuabk Prescribes by N ARA/BOO 

52 CTR 2001 EO 13326 







INFORMATION SECURITY OVERSIGHT OFFICE 

NATIONAL ARCHIVES lid RECORDS ADMINISTRATION 
TOO PENNSYLVANIA AVENUE. NW. ROOM 100 WASHINGTON. DC 20400-000) 

www.arcki rts.ja t/isaa 



J«L 15 »li 


Memorandum for: Senior Agency Officials Designated under Section 5.4(d) of 
From: William A. Cira, Acting Director 

Subject: Standard Form (SF) 311, Agency Security Classification Management 

Program Data, Due to die Information Security Oversight Office (ISOO) 


Executive Order 13526, “Classified National Security Information,” and its government-wide 
implementing directive, 32 CFR Part 2001, require executive branch agencies to report statistics 
related to their security classification programs to ISOO. For FY 2016, the completed SF 311 is due 
to ISOO no later than November 15 , 2016 . Please ensure that your agency adheres to this deadline 
so as to not delay our subsequent reporting to the President. 

In completing the SF 311, agencies are asked to explain any large deviations from numbers repotted 
in the past in Part J of the form. AcopyoftheSF311 (Rev 3-16) is attached along with guidance 
for filling out the form. Alternatively, the form can be downloaded from the GSA web site at 
http:/Avww.gsa.gov/portal/forms/dovmload/! 16190. 

We remain open to further ideas concerning improvement of the data collection and reporting 
process. If your agency has any suggestions, please include or attach them to the cover memo of 
your SF 3! I submission. 

Please contact Ms. Peggy Ushman at (202) 357-6866 if you have any questions. 


Attachments 






July 11,2016 


Gnidettnea for FY 2016 SF 311 Data Collection 


In the part, BOO asked agencies to report only the number of clarified "finished product*," «tens 
which originated in ■ paper-based environment and was often not easily applied in the electronic 
environment However, because of the increasing use of the electronic environment to share sod 
rliw e min e fc i nfo r mat i on, it has become deer that we need to discontinue the me of the “flakbcd 
product” concept and instead count ail classification decisions regardless of the media. We therefore 
request that each reporting agency adjust its counting or sampling methodology to include such things 
*s e-mail, wflds, and blofs. 

PART As Idfrttytf lafwmatiOB (Changes) 

• Block 2: we have provided t drop-down menu to select your agency. If your 

a g e n c y/or ga nlMthiii fat not Bated, refect OTHER and type fa the ^ency/organiadon neme. 


• Block 4: we have provided more room for POC information. 

PART B: Officials with Original Claasiflcatioa Aetbority (No Chaafts) 
PARTC: Original Chwalfkafioa Padrtona (No Chany) 


• The original classification numbers should be ao actual count; do not uae sampling methods. 

• Do not oouot products classified by another agency. 

• Do not count any reproductions or copies. 


PART D: Derivative Classify alien Dedaiona (No Changes) 


• The SF 311 form asks that you include the total number of classification decisions (regardless 
of media or whether produced in electronic form). The following U a list of types of materials 
to include in your count (this list is not all inclusive): 

o E-mail; 

o Official correspondence or memoranda; 
o Photographs; 

o Reports and/or intelligence products; 
o Webpages;and 
o WUd articles and blog articles. 


Process for Counting Derivative Classification Decisions 

o Actual counts of classification decisions for a 52-week period are always preferred, but 
for many lsge agencies this nay not be practical. 


1 





My 11,2016 


• The following is a poaiible sampling technique chat can be employed in order to estimate the 
total quantity of derivative classification decisions under your agency. 

o Define the Total Population - define the total population of classifiers within your 
organization. This total population estimateshould include all personnel 
(e,g., contractors, field pcnomel) making clasaification decisions under your agency's 
authority. 

o Define Saaptiag Population - you can sample a percentage of tbe total population 
and then catenate the total number of original and derivative classification decisions 
agency-wide. The percentage used to identify the sampling population is at tbe 
discretion of the agency. 


o Collect Data of Sample Population - the most oonunon practice for collecting data is 
to ask each derivative classifier to provide the number of classification decisions for a 
two-week period during the fiscal year. The manner in which the data is collected is 
entirely dependent on your agency. The numbert entered on the SFSJJ thomU 
reflect the flmei member* fee e 52-week period. 

Example: The Department of Better Oovemment has 500 employees with security 
cle a ra nc e s . The mformetioo security official responsible for reporting the agency’s SF 
311 dam surveyed 20 percent of this total population. The information security official 
diaaemlneted a claarificatioo decision survey via e-mail to 100 individuals to captare 
the classification decisions of each individual over a two-week period during the fiscal 
year. The derivative classification count of the sample population la then multiplied by 
S to arrive at the total population. Since tbe classification count survey was intended to 
only capture the decisions within a two-week period, the count should then be 
multiplied by 26 to show tbe total daasificatioo count of a 52-week fiscal year. 


Sampling Period; 
2-week 
4-week 
8-woek 


Multiplier Applied: 

26 

13 

6.5 


• How to count electronic media 

o E-asafl: If a clnarified e-mail is disseminated and no additional classified information 
is addod in the replies or forwards, then only the first classified e-mail should be 
counted. The replies and forwards that do include additional classified in for mation 
should be counied in addition to the original classified e-mail. Do not count 
unclassified e-mails that are created on a system that is certified to handle classified 


o If die e-mail is merely a transmittal vehicle for a classified at t ac hment and contains no 
classified information itself; then do not oount the e-mail Only count the classified 
attachment if it was originated by your office. 


2 




July 1 l,20l< 


o Web page*: Each web pege containing classified information that is created during 
the reporting period should be counted only once reg a r d le s s of how many timet it was 
modified or updated. The count should be conducted by the agency or command that 
boats the webpage. 

o Blags: Every individual blog entry that constitutes a clarification action should be 
counted. The count should be conducted by the agency or command hnitm^ 

o Wiki articles: Each wiki article containing classified information that is created 
during the reporting period should be counted, and oounted only once, regardless of 
how many times it is modified or updated by other users. The count should be 
conducted by the agency or command hotting the wiki. 

o Instant ■•stages: instant messages sbouid not be counted. 

• The chart below provides examples of how to count decisions in both the paper environment 
and the electronic environment. 


Paper environment 

Electronic envireament 

How to const 

A report contains classified 
information derived from a 
ctaaaifiad source and is 
photocopied and distributed to 

30 recipients. 

An e-mail contains classified 
information derived from 
classified source and is 
disseminated to 20 recipients, 
and then forwarded on to 10 
more recipients. 

Count as one dauification 
decision. Do not count as 

30 or 31 classification 
decisions. 

An nm»l— l<U«l intefil memo 
is drifted in response to a 
classified Inspector General 
(10) report The 10 report will 

1-JI J am — — 

Dv UUUIDWQ IS VI flRBCflXIlOIX 
♦a th* lyjfffjfbii inumai 

memo. 

An unclassified transmittal 
e-mail is drafted in response to 
a classified IO report The IO 
report will be distributed as an 
electronic attachment to foe 
unciamified e-mail. 

Do not count us 

classification decision was 
already counted it the 
creation of the classified IO 
report The e-mail must be 
promoted as classified 
(dawified transmittal) but 
docs not warrant s 
dissipation count 
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PARTE: Mandatory Dd— Motion Review Regatta aid PART F: Mandatory 
PufawitoH— Review Appeals (Changes) 


July 11,2016 


• The requested dots has not changed, but it has been reordered. Lest year, the number of 

requests and appeals wee in PART E end the disposition of the requests end appeals was in 
PART F. This year, the fonn hes been changed »o that the number of r e qu e st s and The 
dapo atio c psgm H in PART E The «*»»** of appaah the disposition of those 

pages is is PART P. 

PART G: Automatic, 3yifeaaatte, sad Discretionary Declassification Reviews (Ne Chaagcs) 
PART H: latenud Agency Oversiglit (No Changes) 

PART I: Intsfflfencs Comm amity (IQ Information (New Part) 

• This legion is to be filled out anlv by the following 1C agencies and components: 

Central Intelligence Agency 
Defense Intelligence Agency 
National Oeoapaciil-InteUigence Agency 
National Roconnaimanc e Office 
Nadooal Security Agency 
Department of the Air Force: 

Air Focoe Intelligence 
D e partm ent of the Army: 

Army Intelligence 

Department of the Navy: ( please report a breakdown of both seta of numbers in Part J.) 
Navy Intelligence 
Marine Corps Intelligence 
De part m en t of Energy 
Department of Homeland Security: 

UAR UUKQ IOwUl|BQCC 

Department of State 
De p a rtm ent of the Treasury 

Department of Juries: Opiates report a breakdown of both seta of numbers in Pvt J.) 
Drag Enforcement Administration 
Federal Bureau of InvesrigatioQ 

• This information will be otHnpilad by the Office of tbe Director of National Intelliaeiice 
(ODN1) for their annual report req ui reme n t*. Yes da not need to sand this to ODNL LSOO 
wffl ensure that el SP 311a that eontnkk Information in Part I are forwarded to ODNL 
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AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 
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OTHER: Typ« P fw m I n di p e n d H iwwy, i 



IT. T«M 


l*.T«rt 


(StMMofWock* II, 14 ,and 17 ) 
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21. 

22. Xttdwm*rof*H**h* limMmlkm 4-Uom. 

(tarn ofWocfc* 19,2R Md 21) 

U o 


' S. 
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SI 
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37. 


3ft. 
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* 6~ ft. PCC^tfWffla) -ft. ft—ft—r ft.ft.ftft— 

4ft 



41. 


42. 

41. IftftilftB—il—■fCHAIXBISliEftlM—<w.hwlHHrt.. HimwnwHiw<liirM»«flinii 

43. 


tf ORCON-USQOV 

N|MftfttlM«ii 





OftCON. - ' ^ 

44 O.OOH 

jasaa___ 

4ft 


4ft 


47. 


4ft 



4>.&—.WRClHTAflftofY—.nipHlM<iii'i—ftyftB|infttft nriglmBy —tadOftCW-OtOOV. 

*• 0.00* 


3ft 


SI. 

SZ. Hft}i . . In. WBGATTV1LY IKfACntPl.ftwftrtl. Ml- -—ft** PECO* «. 

QKXRKIWOVgal *m« w*» — twrfp » _ 

S1 H/A 
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DEFENSE ADVANCED RESEARCH PROJECTS AGENCY 

67S NORTH RANDOLPH STREET 
ARLINGTON, VA 22203-2114 


m a* an 

MEMORANDUM FOR INFORMATION SECURITY OVERSIGHT OFFICE (ISOO) 

(ATTN: MARK A. BRADLEY, DIRECTOR) 

SUBJECT: Standard Form 311, Report on Agency Security Classification Management Program 
Data for FY 2017 

Reference: Memorandum for Senior Agency Officials Designated under Section 5.4 (d) of Executive 
Order 13526 


In accordance with the reference listed above, the Defense Advanced Research Projects 
Agency (DARPA) has completed an annual review of its information security classification 
management program, per Executive Order 13526, “Classified National Security Information,” 
and it’s government-wide implementing directive, 32 CFR Part 2001. 



Point of Contact for this review is 

He can be reached via email at 



■mil or by phone at 



Mark Boyd 

Director, Security and Intelligence Directorate 


Attachments: 

1.SF311 





AGENCY SECURITY CLASSIFICATION MANAGEMENT PROGRAM DATA 

(Submissions must be unclassified and reach the Information Security Oversight Office (ISOO) no later than November t} following the reporting period.) 


I. Enter the Fiscal Yeer that this report covers. 


2. Identify the DepartmenE Ind^endeot agency, or 2. Depart of Defense (DARPA) 

Establishment that is covered by thtsjegort 


3. Enter the name and title of the Senior Agency 
Official (as defined in E.O. 13526, section 5.4(d)) 
e for this 




Mark Boyd/Director, Security & intelligence Directorate 


4. Poiat-of-contsct responsible for answering questions about this report: 


4a. Name: 


4b. Title: 


4c. Email address: 


4d. Phone number: 





PARTS: Omclals wlU OricinalCUfsirication Authority 


5. Enter the number of agency officials whose highest level of original classification authority is TOP SECRET. 


6. Enter the number of agency officials whose highest level of original classification authority is SECRET. 


7. Enter the number of agency officials whose highest level of original classification authority is CONFIDENTIAL. 


8. Total number of officials with original classification authority. (Sum of blocks 5,6, and 7) 




9. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification iaitructioBs ef 10 years or less, _ _ 


10. Enter the number of original TOP SECRET classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years. 


11. Total number of TOP SECRET original classification decisions. (Sum of blocks 9 and 10) 


12. Enter the number of original SECRET classification decisions made during (he reporting period with 
declassification instruction! of 10 years or leas. _ 


13. Enter the number of original SECRET classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years. 


14. Total number of SECRET original classification decisions. (Sum of blocks 12 and 13) 


15. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions of 10 yean or lees. _ 


16. Enter the number of original CONFIDENTIAL classification decisions made during the reporting period with 
declassification instructions ranging from over 10 years to 25 years. _ 


17. Total number of CONFIDENTIAL original classification decisions. (Sum of blocks 15 and 16) 


18. Total number of original classification decisions. (Sum of blocks II, 14, and 17) 
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DOD: Department of Defense (DARPA) 


gDeriVr^^d^fit^n^tlie mcoiporBting.paraphrasing,^Rating,orgerieratingin newfb«in ~v. 

includes ciiissificatioo based oil classificiitiodguides or otter.- skw!P& jnfoicTnMHaM'on all clsssificedOndecisions.regirdless of 

, : the media, including those documented and disseminated via email. Do oot count reproductions or copies.) -' 

19. Enter the number of derivative TOP SECRET classification decisions made during the reporting period. 

19 3,276 

20. Enter the number of derivative SECRET classification decisions made during the reporting period. 

20 7,800 

21. Enter die number of derivative CONFIDENTIAL classification decisions made during the reporting period. 

21 130 

22. Total number of derivative classification decisions. (Sum of blocks 19,20, and 21) 

2X 11,206 

' i.-;:' i ' V. .. r /w IMRT E: Mandatory Declassification Review Requests ‘ > ^ 1 

A "RequeSt” b an individual initial revifeiv request, regardless of the number of documents or pages to be reviewed as pail of the request 
‘ ' Report only reouests'lijr ybur akeiicy jn which your agency Is reipoDsible for the llnat dedslon, l i ' ' 

23. Enter the number of REQUESTS received during the reporting period. 

23. 0 

24. Enter the number of REQUESTS closed during the reporting period. 

24. Q 

2S. Of the REQUESTS entered into block 24, enter the number of pages that were: 

25. 

a. Declassified in full. 

25a. q 

b. Declassified in part. 

25b. 0 

c. Denied declassification. 

25c. 0 

d. Total number of requested pages acted on. (Sum of blocks a, b, and c) 

25d 0 

26. Enter the number of REQUESTS that have been unresolved for over one year. 

26. Q 

27. Enter the AVERAGE NUMBER OF DAYS to resolve each request. 

27. 0 

28. Enter the number of REFERRED REQUESTS received during the reporting period. (Number of requests 
referred to your agency from another agency) 

28. o 

An '‘Appeal?!* an individual request Swapped r^dless^DtehUjabcr of fo be reviewed krparf of the request 

-viV *’ -vSi ,» < Report only appeals for yauragtacy la pihi&jrOuhwyHwtB^iTOiSwwwfe'li^'iSiialWbnf-J V- ■-’V- 

29. Enter the number of APPEALS received during the reporting period. 

29. 0 

30. Enter the number of APPEALS dosed during the reporting period. 

30. o 

31. Of the APPEALS entered into block 30, eater the number of pages that were: 

31. 

a. Declassified in full. 

31a. 0 

b. Declassified la part. 

31b. 0 

c. Denied declassification. 

3ic. 0 

d. Total number of appealed pages acted on. (Sum of blocks a, b, and c) 

316 . 0 

32. Enter the number of APPEALS that have been unresolved for over one year. 

32. 0 

33. Enter the AVERAGE NUMBER OF DAYS to resolve each appeal. 

33. 0 

34. Enter the number of REFERRED APPEALS received during the reporting period. (Number of appeals referred 
to your agency from another agency) 

34. 0 
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DOD: Department of Defense (DARPA) 



35. Enter the number of pages REVIEWED that were subject to automatic declassification under section 3.3 of E.O. 
13526. 

35. 

0 

36. Enter tbe number of pages DEC1.ASS1F1F.D under automatic declassification. 

36. 

0 

37. Enter the number of pages REVIEWED that were subject to systematic declassification under section 3.4 of 

E.O. I3S26. 

37. 

0 

38. Enter the number of pages DECLASSIFIED under systematic declassification. 

38. 

0 

39. Enter (he number of pages REVIEWED that were subject to discretionary declassification under section 3.1 of 
E.O. 13526. 

39. 

0 

40. Enter the number of pages DECLASSIFIED undo* discretionary declassification. 

40. 

0 

.. FART H: Interual'AgeijcyOversight:. . 



4 i. Enter the number of CHALLENGES processed by your agency to the classification of information believed to be 
improperly classified or unclassified. (E.0.13526, section 1.8) 

41. 

0 

42. Enter the number of CHALLENGES where the classification status was fully affirmed. 

42. 

0 

43. Enter the number of CHALLENGES where die classification status was overturned in whole or in part. 

43. 

0 

V . *. . PARTI; Intelligence Cemmunily (!C) Information 

. This septioh apglieatiirfytbiC agencies and IC. components of other agencies who originally apply the ORCON and ORCON-rUSGOV 
\ dissemination 'contra).;" 3 L'S information, along with ISOO’s annual irispeetkm repons will boused to inform the annual report to foe DNl on foe ' 

? . ' ' ■ : use of classification trunking*. • . ■ ' 

Organizatioa’s classified disseminated analytic product (as defined in ICD 206 Sourcing Requirements for Disseminated Analytic Product) 
oriefoafiy marked ORCON. 

44. Enter PERCENTAGE of your organization’s classified disseminated analytic products originally marked 

ORCON. 

44. 

0.00% 

4$. Enter TOTAL NUMBER of your organization’s classified disseminated analytic products originally marked 
ORCON. 

45. 

0 

46. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in foil. 

46. 

0 

47. Enter the NUMBER OF REQUESTS approved for expanded dissemination of ORCON in part. Provide 
explanation for partial denial in part J below. 

47. 

0 

48. Enter the number of ORCON expanded dissemination requests DENIED. Provide explanation for denial in part J 
below. 

48. 

0 

Organisation's classified disseminated analytic product (as defined hi ICD 206 Sourcing Requirementsfor Disseminated Analytic Product) 
oritinally marked ORCON-USGOV. 

49. Enter PERCENTAGE of your organization's analytic products originally marked ORCON-USGOV. 

49. 

0.00% 

50. Enter TOTAL NUMBER of your organization’s analytic products originally marked ORCON-USGOV. 

50. 

0 

51. Provide TOTAL NUMBER of reports of poteatiai misapplication of the ORCON marking. Provide background 
information on each occurrence in Part J below. 

si. 

0 

52. Has your organization been NEGATIVELY IMPACTED by information being marked with ORCON or 
ORCON-USGOV control marking? If yes, provide explanation in Part J below. 

52 ' N/A 
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DOD; Department of Defense (DARPA) 


Use this space to elaborate on any section ofthis form. Ifmore space is needed, provide as an attachment to this form . Provide explanations for 
leant changes in trends/mtmbers from the previous year's report. 


wHfiL VL 


For reporting purposes, a sampling of ail offices in DARPA was completed during a 2-week period, 2-16 October 2017. Tally sheets 
were distributed to all trained derivative classifiers. The results of the sampling period were then multiplied by 26 to achieve an 
estimated annual total. 
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